
THE ₹250 CRORE 
OVERSIGHT: WHY WEAK AD 
PASSWORDS ARE NO LONGER 
JUST "TECH DEBT," 
BUT A DPDP LIABILITY.



Under the Digital Personal Data Protection 
(DPDP) Act, 2023, a weak Active Directory (AD) 
password is no longer just a "tech debt" issue—it 
is a significant legal and financial liability.

The Act mandates that Data Fiduciaries (organizations) 
implement "reasonable security safeguards" to prevent personal 
data breaches. Because AD is the "keys to the kingdom" for most 
enterprises, a weak password policy is often viewed by regulators 
as a failure to meet this statutory duty.

1. The Legal Risk: Section 8(6)

The DPDP Act specifically requires organizations to take 
reasonable security safeguards to prevent personal data 
breaches.

The "Reasonable" Standard: In the event of a breach (e.g., a 
ransomware attack or data exfiltration), the Data Protection Board 
(DPB) will investigate whether your controls were "reasonable."

Negligence as a Trigger: Under Section 33, penalties can be 
imposed for operational negligence. If a hacker gains access via a 
simple "Password123" or a brute-force attack on an AD account, 
the organization may be found negligent for failing to enforce 
basic technical measures like Multi-Factor Authentication (MFA) or 
complex password rotations.



2. Financial Consequences (The Schedule)

The DPDP Act has some of the highest non-compliance 
penalties globally, focused on the instance of the breach 
rather than just turnover:

Up to ₹250 Crore ($30M+): For failure to take reasonable 
security safeguards to prevent a personal data breach.

Up to ₹200 Crore: For failure to notify the Board and 
affected individuals about a breach (which often goes 
undetected for longer when AD security is weak).

3. Technical Vulnerabilities & DPDP Impact 

Weak AD passwords create specific "governance events" 
under the Act:

Risk Factor : 

• Credential Stuffing 

 If employees reuse personal passwords for AD, attackers 
can easily breach the corporate network, leading to a 
"Personal Data Breach" that must be reported within 
hours.

• Lateral Movement

A single weak AD account allows attackers to move 
through the network. The Act treats the entire resulting 
data exposure as a single massive failure of safeguards.

 



• Privileged Access 

Weak passwords on Admin accounts are seen as a 
"High-Risk" failure. The DPB considers the sensitivity of 
the data accessed when determining fines; AD admins 
usually have access to everything.

4. Mitigation: What "Reasonable" Looks Like in 2026

To defend against a DPDP inquiry, your AD environment 
should demonstrably move beyond simple passwords:

• MFA is Mandatory: In the eyes of modern regulators, 
"passwords alone" are rarely considered "reasonable" 
for systems containing personal data.

• Zero Trust Architecture: Moving toward "Passwordless" 
or phishing-resistant tokens (FIDO2) provides the 
strongest legal defense.

• Automated Monitoring: The Act values detection 
speed. Weak AD security often results in "silent" 
breaches. You need logs that prove you were 
monitoring for anomalous logins.

 


